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ABSTRACT

The term "cloud computing™ is always on the lips of computer scientists and engineers.
Cloud computing is a topic of great importance due to the breadth and depth of its relevance
and applicability. Multitenancy, on-demand service, pay-as-you-go pricing, and other
remarkable features are all available. This paper provides a comprehensive overview of
cloud computing and strives to cover most of the advancements in this field. Information
storage in the cloud, cloud computing security, cloud computing reference architectures,
and other related topics are covered. In addition, the author provides a glimpse into the
future of specific use cases and their implications for the cloud environment as a whole.
Finally, it finishes with a proposed cloud architecture and a discussion of the constraints of
cloud data management as well as potential research challenges in cloud computing that
need to be addressed in the future. With the world's rising reliance on IT infrastructure
comes a corresponding rise in energy consumption and carbon emissions, which is a reason
for concern. The excessive usage and misuse of IT infrastructure poses serious risks to the
natural world. With the advent of cloud computing, users can now rent out all sorts of
virtualized IT resources on an as-needed, self-service basis. Users, organisations, and
communities have spurred the development of a variety of cloud deployment strategies.
During the past decade, virtualization has been a major step toward more efficient use of
IT infrastructure. The shift from Capital Expenditure to Operational Expenditure in the
economics of IT-based businesses and organisations has been made possible by the cloud
computing platform that allows for the deployment of everything as a Service in IT. To make
Cloud services possible Our current infrastructure needs to be mapped out first. The second
stage involves virtualizing it so that it may be used most effectively. Then, we may deploy
IT as a resource across several layers (infrastructure, platform, and software) with the
support of preexisting cloud apps.
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Introduction:

Future technologies like cloud computing have their origins in the necessity to meet the
ever-increasing demands placed on data centres. The term "cloud computing™ refers to the
practise of storing and retrieving data and programmes hosted on remote servers over the
internet.

A process via which IT's current capabilities can be multiplied many times over [120].
Cloud computing refers to storing data in a remote location, much like a cloud, rather than
locally on a user's computer or mobile device. Despite its seemingly inaccessible location,
however, cloud data is still easily accessible from anywhere in the world with a suitable
computing device and an internet connection.

Cloud computing is an emerging technology that will drastically alter the information
technology sector due to its low upfront costs and the elimination of the need to maintain
expensive on-premises infrastructure. To those who have access to the cloud, it's a
convenient way to get computer power whenever they need it. People's interest in cloud
computing has shifted dramatically, as evidenced by recent search engine patterns. [1-3]

Besides natural gas, electricity, water, and telephone service, R. Buyya et al. have imagined
cloud computing as a fifth utility. Additionally, they have outlined a cloud computing
architecture focused on the market.

By combining many different types of data, its computing storage, etc., cloud computing is
able to achieve multilevel virtualization and abstraction, as stated by Islam et al. The word
"hypervisor" is used interchangeably with "virtual machine monitor" to describe the
enclosing software layer necessary to implement virtualization [59]. It has eliminated the
need for a person to physically be in close proximity to a data centre in order to access any
data, service, hardware, software, or other computing resources.

In fact, it has been instrumental in developing the "pay per use" model, which has made
even the most expensive software accessible to the average person. It's a double bonus for
businesses: a solution to their challenges with managing massive amounts of data and lower
operating expenses. But just as no sort of good fortune is without its negatives, cloud
computing has its own set of issues, the most notable of which are a lack of security and
privacy (as well as others, which we'll get to in a moment).

In fact, cloud computing was ranked fourth by Garther among the most disruptive
technologies. Any application that makes use of cloud computing must first and foremost
ensure access to the necessary resources, with "Pay Per usage" serving as the incentive for
doing so. This article presents a comprehensive overview of current advancements in cloud
computing, including cloud deployment and service models, existing cloud platforms, cloud
reference architectures, etc. Data storage on the cloud, as well as specific use cases for the
cloud in areas like geospatial analysis and air traffic management, have been covered, along
with the author's thoughts on where these applications are headed. The authors wrap up by
addressing some of the constraints of cloud data management and future research topics in
cloud computing. [4-5]
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Understanding The Cloud:
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Figure 1: Cloud Services

As shown in Fig. 1, there are primarily three distinct cloud service models. Customers can
rent necessary infrastructure components like servers, storage, and networks thanks to laaS.
Users are able to install and use many kinds of software, such as operating systems and
programmes. The consumer foots the bill for the utilisation of infrastructure components
like storage space, processing power, etc.

1. Cloud Deployment Models:

There are four deployment methods for cloud computing, or types of cloud computing:
public, private, hybrid, and communal. [6]

Figure 2: Cloud Deployment Model
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1.1 Private cloud: A private cloud is a segment of the cloud infrastructure that is dedicated
to serving the needs of a particular company or organisation. Private cloud projects involve
intensive effort to virtualize an organization's infrastructure. According to Sakr et al., they
are met with widespread opposition since they are too comparable to conventional server
farms and don't offer any advantages, such as requiring no initial investment. Companies
like Intel, HP, and Microsoft all have their own private clouds for internal use.

1.2. Public cloud: A service provider makes their apps, resources, storage, and other
services available to the public via the cloud. Companies like Amazon Web Services
(AWS), Microsoft, and Google Cloud are examples of cloud service providers. These
services may be provided at no cost to the user, or they may require payment before use.
An SLA (Service level agreement) is a contract between a client and a cloud service
provider that specifies the quality of the services to be provided by each party. An SLA
could detail the provider's commitment to data confidentiality, data security, and data
backups. However, public clouds may be less useful in many commercial situations due to
a lack of granular control over data, network, and security options. Amazon Web Services
(AWS) and Microsoft Azure are two public cloud examples. [6-8]

1.3. Community Cloud: Whether domestically or externally managed and hosted, the
cloud infrastructure in a community cloud is shared among businesses with similar resource
needs (in terms of security, jurisdiction, and policy). Since cloud computing expenses aren't
borne by one company alone but by several, these businesses gain a small cost-sharing
advantage. Google Gov (Google Apps for Government) [6] is one such example.

1.4. Hybrid cloud: A hybrid cloud, often known as a multi-cloud, is a cloud that combines
elements from many cloud types. Hybrid cloud architecture allows users to have the best of
both worlds: high availability even when the network goes down and quick access to data
even when there's no internet connection. When compared to in-house client apps, hybrid
clouds' constraints are minimal. Hybrid clouds combine the scalability and fault tolerance
of the cloud with the reliability and adaptability of on-premises software.

2. Service Models:

Many different service delivery models are available from cloud service providers. There
are many different types of cloud services, including:

2.1. Software as a Service: Clients can take advantage of the specialised software it offers.
They can forego downloading or purchasing software altogether. The likes of Google Apps
and Microsoft Office 365 are available to them online and may be accessed instantly. An
example of SaasS is sales force.com.

2. 2. Platform as a service: This platform gives programmers access to a more sophisticated
setting in which to create their own unique software. Languages and frameworks for
creating computer programmes fall into this category. PaaS provide customers with
resources like runtime systems and scalable services, etc., to make building web
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applications easier [67]. Platform-as-a-service examples include Microsoft's Azure,

Manjrasoft's Aneka, and Google's AppEngine Force.com.

2.3. Infrastructure as a Service: provides servers, storage, network bandwidth, and Oracle
laaS, all of which are necessary to create an application environment. Amazon Elastic
Compute Cloud (EC2) is an Infrastructure as a Service (laaS) provider. Figure 3 also depicts

the cloud service model.
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Figure 3: Layered Cloud Service Model

Components of the cloud infrastructure include:

e Hardware, or "physical infrastructure,” consists of things like servers, storage systems,
and network nodes that exist in the real world. A physical network links the servers

together, as well as to the storage systems and the users.

¢ Virtual infrastructure, which consists of Resource pools (processors, memory, network
throughput, storage), Identity pools (vlan identifiers, MAC addresses), and Virtual IT
resources (virtual machines, volumes, switches, NICs, etc.). Capacity and identifiers for

virtual IT resources come from shared pools of both.

e Operating System(s) and Database(s) as well as other Application(s) and Platform(s)
software. For the purpose of providing SaaS and PaaS, they are developed. Tools for

creating and managing cloud-based services and infrastructure

Storage pools, vlan ID pools, central processing unit and memory pools, and so on
can all be made with the help of virtual infrastructure management software. This
programme is useful for setting up virtual infrastructure including VMs, a LAN,
and storage after setting up pools.
Unified management software — It communicates with virtual infrastructure
software and gathers data on the current state of both the physical and virtual
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infrastructures. This data is used by unified software to present a unified picture of
IT assets located in different VDCs. This allows a centralised view of physical and
virtual resource performance, capacity, and availability for the administrator.
Moreover, administrators are given the option of expanding the current pools'
storage space and user bases. It eliminates the need to individually manage IT
resources by transmitting configuration commands to the appropriate VDC
management software.

= Users can make requests for cloud services with the help of UAM software. All
requests for assistance are communicated to a central management system. It
facilitates the process by which an administrator can build and distribute a cloud
services catalogue. In addition to verifying a user's identity before delivering on a
service request, it keeps tabs on the resources allocated to and utilised by each
individual Cloud service instance.

Objectives:
To Study the importance of cloud computing in the E-Commerce world.

To Examine the advantages and dis-advantages of the cloud Computing in E-Commerce
business.

To Study the legal issues in Cloud Computing.
To Study the different features and characteristics in E-Commerce.
To analyse the improved efficiency of Cloud Computing in this computer modern world.

Review Of Literature:

Research shows that a comprehensive analysis of cloud computing's electrical efficiency is
necessary to achieve energy efficiency; these solutions lead to the conclusion that green
computing should be enabled. The two parties involved in providing internet service can
each see the benefits of a technological solution that has been developed. With this
architecture, a green broker in the middleware decides which eco-friendly cloud service
provider is most suited to answer a client's question. Five policies were used to evaluate the
effectiveness of the framework: Greedy Minimal Carbon Emission, Least Carbon Emission,
Green Maximum Profit, Minimizing Carbon Emission, and Maximizing Profit.

It is estimated that the deployment of energy efficient solutions can cut carbon emissions
by around 20%, which is great news for both users and cloud service providers. The paper
concludes that many technological solutions are still needed to make green cloud a reality.
These solutions include designing software, understanding existing datacenter cooling,
power spend, and resource utilisation, designing absolute results in planning and resource
provisioning for apps, and ensuring that new innovations do not pose irreversible change
and threat to human health and society. The author of this study stresses the importance of
incorporating energy consciousness into the roles of specialised hardware, resource
allocation, and system management.
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This article focuses on three key areas of environmentally friendly technology. Greener
network infrastructure is a primary focus of re-engineering efforts. In order to improve
currently running network services, dynamic adaptation is employed. The third technique,
known as "napping,” detects sleeping regions of the network and brings them back to life
when they are needed. According to the report, more study is needed into a variety of
upcoming challenges, including those related to metrics, grading norms, green statistics,
and hidden layer control; redundant device management and implementation; virtual
approaches; and network hardware. [9]

Mazedur identifies and discusses challenges and topics related to energy conservation in
remote clouds and computing, analyses current methodological techniques and outcomes,
assesses the benefits and drawbacks of these methods, and helps to highlight questions for
further study. The issue of energy consumption during computation jobs is resolved by
offloading computing to the internet and calculating the amount of energy conserved.

In ad hoc wireless cloud architecture, only a small fraction of a work is completed locally
before being handed off to a neighbouring mobile device that is already engaged in the same
process. In order to reduce energy consumption in computers, the mobile data frequencies
are measured throughout time at a predetermined period. The power-saving method
accumulates the brief moments between data packets when the device is idle. Using an
energy-efficient heuristic routing algorithm, the EnaCloud technique creates programme
allocation and method scheduling in relation to task input and outflow, and modifies the
amount of events. The study concludes that technology tends to focus on specific issues
from a narrow vantage point and calls for clearly defined structures and solutions to deal
with the diverse green computing situations necessary in mobile clouds. Studies are
currently underway with the goal of developing a state-of-the-art energy-saving architecture
based on accurate evaluation and astute choice. [10]

The term "cloud computing" refers to a service delivery model that allows users to access a
shared pool of configurable computing resources (such as networks, servers, storage,
applications, and services) over the Internet whenever and however they need them, with
little to no intervention from the service's administrators. While the actual software and data
are housed on remote servers, typical cloud computing providers make them available
online and allow users to access them via a web service or software such as a web browser.

The backbone of most cloud computing systems is made up of preexisting services and
those that are offered as add-ons to the core. In many cases, consumers may perceive clouds
as a single entry point for all of their computing requirements. To ensure that their products
and services consistently deliver on their customers' high standards for quality of service
(QoS), most businesses use service level agreements to guarantee this (SLAS) [11-12]

Validity, according to Silverman (2013), is synonymous with truth, hence it is the
researcher's responsibility to ensure that the research's claimed data and results are accurate
and up to snuff with academic requirements. To ensure this, the researcher must take into
account not only the means through which data will be collected and analysed, but also the
research design, the validity of the questions asked, and the significance of the results sought
(Leung, 2015). One definition of reliability is "consistency” (Silverman, 2013).
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When multiple businesses have comparable needs and would like to share infrastructure to
reap some of cloud computing's advantages, a community cloud may be developed. Private
clouds may provide a higher level of privacy, security, and/or policy compliance than public
clouds, but at a higher cost due to the costs being spread among a smaller number of users.
Google's "Gov. Cloud" is a good example of a community cloud [13].

A hybrid cloud makes use of both public and private clouds for storage. Because they allow
for local data to be copied to a public cloud, hybrid storage clouds are particularly beneficial
for archiving and backup operations [14-15].

Although the terms “private cloud” and “internal cloud" have been labelled as
"Neologisms," the ideas behind them extend back 40 years before the invention of the term
"cloud." Despite the development of generally well-functioning markets and the capability
of combining various providers, hybrid models continue to exist within contemporary utility
businesses. [14-16]

In addition, the approach to data verification was influenced by a constant comparative
procedure used in grounded theory (Fram, 2013). Informed by this approach, we compared
the participants' responses across interviews repeatedly as we analysed the data. Answers
that were cited by two or more participants and were comparable in context or featured
similar opinions were used, while answers that were mentioned by only one participant were
double-checked in the literature. This action was taken to ensure the accuracy and validity
of the information. [17-19]

Research Methodology:

It is essential to ensure the validity and reliability of the data and research in order to achieve
the study's stated goal of gaining a better knowledge of the problem of vendor lock-in. When
performing any kind of research, it is crucial to keep both reliability and validity in mind as
you go along. For the simple reason that qualitative and quantitative approaches to study
view validity and dependability differently. The term "reliability" is typically used to
describe the likelihood of achieving the same or similar results in a second study of the same
or similar design. The consistency in qualitative research is related to consistency since it is
impossible to achieve the same results twice because the results are based on the perspective
of the participants, writer, and other non repeatable variables.

Result and Discussion:

With the intention of decreasing green cloud energy usage, the Green Cloud Architecture
was proposed. Green cloud computing takes into mind the requirements of both users and
service providers. With the aid of the green mediator, clients might propose a cloud service
of the app variety. When a customer makes a request, the middleware broker will select the
cloud service provider that will best meet that need while also minimising environmental
impact. When a cloud service provider registers a service as "green," it must be uploaded to
a public directory in a way that minimises both carbon emissions and the amount of time it
takes for the carbon to be retrieved by a green broker.
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Figure 4: Green Cloud Computing.
Cloud Services Brokerage:

Figure 5 depicts the cloud computing environment considered in this work, which includes
the user, virtual machine repository (VMR), cloud services broker (CSP), and cloud service
provider (PM/DC) infrastructure (DC). It is becoming increasingly important to have a
centralised system for controlling and monitoring the activities of cloud users and cloud
service providers in order to optimise resource allocation as the cloud computing market
grows and the number of users and cloud service providers increases. This centralised
system, also known as a cloud services brokerage (CSB), relies on an accurate database
management system to store and update information on requests from customers and the
current state of cloud infrastructures. The cloud service broker (CSB) mediates interactions
between customers of cloud services and the providers of those services. Brokers for cloud
services rent infrastructure, software, and other services from many cloud Service providers
and then resell them to end customers. The cloud service broker's duties include I
distributing a virtual infrastructure's resources across different cloud providers, (ii)
managing and monitoring those resources, and (iii) aggregating those services into a single,
customised offering for the client. The OPTIMIS framework determines what features and
functions a cloud service broker must have in order to fulfil the brokering services role. [20-
21]

e Accommodate the specific needs of each cloud customer by matching them with the
best available service from CSPs.

e Service level agreements should be negotiated with cloud service providers.
Effectively roll out CSP services to cloud end users

e You should keep an eye on how well these SLAs are being met and take corrective
measures if necessary.

28



An Inventive Environmental Study Based on Cloud Computing for Real-Time System

e Maintain the security and privacy of customer information when using CSPs.
Enforce judgments regarding access control in a consistent manner across different
CSPs.

e Securely map CSPs' identity and access management systems

Cloud Service Providers

Cloud Service
Provider 1
Allocates
loud Service
Provider 2

loud Service
Provider n

Cloud Service Broker

Service requests

Cloud Services
Brokerage

A
VM Placement
A

Virtual Machine (VM)
Repository

Figure 5: Cloud Computing Environment
Conclusion:

Both the similarities and contrasts between cloud computing and grids were explored in this
research. In addition, the paper included a wide range of study topics and the mathematical
analysis of a number of problems. Yet only a few are presented, with the remainder being
proven mathematical formulae. These concerns must be thoroughly addressed before the
widespread adoption of cloud computing can be guaranteed to be successful. A plan of
action is then proposed to address these problems. Global warming has been made possible
by heavy industrialisation and other factors, and the situation is only getting worse as time
goes on. Therefore, we intend to look at energy management and energy efficiency
approaches as a future direction to handle this issue from the standpoint of the IT industry.
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